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SC-CSFAssess

[ —
> D The SC-CSFAssess process provides a unique dual
g assessment by evaluating your enterprise’s policies
SENTICON and operational practices against the NIST CSF,
giving you a holistic view of your cyber risk.

SC-CSFAssess - Built Differently T GRS cedae ol | 1y | e
Understanding the design and intent of the NIST Organizational Context (6V.0C) (s) | 300 | 260 | 280
Cybersecurity Framework 2.0 (CSF) is imperative 5 :‘SI"M:“"""‘f::f_"“‘:f“:’“?, — ::: :: ZZ ::
to providing a clear vision of risk. The SC-Assess e oo P
dual-assessment methodology uses a unique Oversight (GV.0V) ® | s | so0 | 200
approach to eva|uating your policies and practices Cybersecurity Supply Chain Risk Management (GV.SC) (10)| 300 | 270 | 330
against the CSF requirements. “f‘:‘”‘""*"‘e("“"";‘“"’ ((70), :z :: z;‘)
Improvement (ID.IM) (4) 3.00 4.00 2.00
The SC-CSFAssess process was specifically Identity Management, Authentication, and Access Control (PRAA) _ (6) | 300 | 283 | 350
designed to identify typically overlooked risks that Awareness and Training (PRAT) @ [ 30 | 350 | 150
often lead to unexpected technical issues, control o oiyites N
Platform Security (PR.PS) (6) 3.00 317 250

breakdowns, or worse. :
Technology Infrastructure Resilience (PR.IR) (4) 3.00 3.50 3.50
Continuous Monitoring (DE.CM) (5) 3.00 240 3.00
The SC-CSFAssess tool has been used by over s Adverse Event Analysis (DEAE) 6 | 300 | ss0 | 280
25,000 companies around the world to measure s | 2> | o% | 2%
thelr Compllance Wlth nOt Only the NIST CSF’ bUt ::::::::::::r:::se:‘:ﬁngandCommunication (RS.CO) ::: Zz z: Zz
|8027001’ COBIT, and NIST 800'59 Incident Mitigation (RS.MI) (2) | 300 | 450 | 150
g Incident Recovery Plan Execution (RC.RP) (6) 3.00 250 3.50
g g Incident Recovery Communication (RC.CO) 2) 3.00 4.50 1.50

SC-CSFAssess - Built With The Enterprise In Mind
The SC-CSFAssess tool was built to bridge the goals of a

nsTorer seariy remewerk20 | standard framework and the implementation and operational
aspects of a modern enterprise.

The assessment will evaluate how your current state policies
align with the CSF requirements, highlighting gaps in

s policies and published standards. Once the policy
assessment is complete, the focus will pivot to the daily
—~=== | practices of all in-scope technology teams, reviewing how
B operations function in practice. This not only identifies gaps
with the CSF standard, but also highlights differences
between what you say you do, and what you actually do.
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Our dual assessment approach provides not only an
industry-standard measurement against the CSF, but also a

deeply unique perspective into the operational aspect of
your organization.
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